CYBER SECURITY INSURANCE POLICY

1. Coverage:-

The policy covers any loss resulting directly and exclusively from any Cyber Event provided the Cyber Event is
first discovered and reported during the policy period

CYBER EVENTS INSURED LOSSES - First Party INSURED LOSSES - Liability
directly paid or incurred by the arising from a Claim or Investigation
Insured targeting the Insured

Data Breach

» Emergency Response Costs » Damages ' -

»  Event Management Costs » Regulatory Fines and Penalties
» Notification Costs . Defen'ce Costs

+ Monitoring Costs + Investigation Costs

* _Recovery Costs

Cyber Attack

Human Error

« Emergency Response Costs » Damages
+» Event Management Costs * Defence Costs
» Diverted Funds * Investigation Costs

| » Recovery Costs _ i

»  Emergency Response Costs » Damages

*  Event Management Costs *  Defence Costs

»_Recovery Costs Investigation Costs
Insured’s Systems Disruption N Loss o T NA -
ROl Non-compfiance * Emergency Response Costs » Damages

» Event Management Costs »  PCl Penalties

Defence Costs
Investigation Costs

Electronic Media Claim » Emergency Response Costs . Damages_
g » Event Management Cosls | » Defence Costs
E-threat »  E-threat Response Costs * Damages

» Defence Costs
Rating '

Information and Activity of the proposer such as Description of business activity,
consolidated financial overview, Number of employees
Cyber Footprint: Estimated number of records the company holds, Type of records, Any
records stored on behalf of third party
Risk Related Declarations

e PEOPLE (Governance, Compliance, Human Resources etc.)

e PROCESSES {Policies & Procedures etc.)

* TECHNOLOGY (Budget, Information Technology etc.)
Readiness for Cyber Events: Designated employees trained to obtain and handle forensic
evidence, availability of Business Continuity Plan that includes cyber related events, frequency of
backing up electronic data
Historical Information

Our target market would be across industries with any client having exposure to data breaches. These can be
big as well as small companies such as IT, Consultants, Financial Institutions, Manufacturing companies etc.
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